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In 1996, Congress passed the Health Insurance Portability and Accountability Act.  The legislation concerns health information transferability and calls for national standards to facilitate the electronic exchange of health information to make financial and administrative health care transactions more efficient.   The basic principles underlying HIPAA are: (1) consumers have rights and control over the release of their medical information; (2) the use of protected health information ought to be limited to health purposed only, with few very clear exceptions; and (3) accountability in the system- the regulations include specific federal oversight and penalties for violating an individual’s privacy rights. 

[image: image2.wmf]HIPAA

Compliance

Lifecycle

Step 1

Readiness

Assessment

Step 2

Gap Assessment

Step 3

Risk Analysis

Step 

4

Implementation

Plan

Step 

5

Implementation

Step 

6

Monitor

Regulation

Changes

HIPAA Compliance is a process you must apply to your business. This process can be simplified into six steps (or phases) that result in ongoing HIPAA Compliance. Those steps are:

1) Conduct a Readiness Assessment

2) Prepare a Gap Analysis

3) Develop a Risk Analysis

4) Develop an Implementation Plan

5) Implementation

6) Monitor Regulation Changes 

This white paper will discuss each step and what must occur. At the end, some suggestions are provided to get your organization started toward HIPAA compliance.

1) Conduct a Readiness Assessment

A readiness assessment reviews three areas of an organization:

· Contractual Agreements

· Business Practices, Policies and Procedures

· Systems and Applications

A thorough readiness assessment examines all current contracts and agreements with other individuals or organizations that may be considered to have a "Chain of Trust". Patient information provided to you in order to perform your business must be released to you by either the patient or through a contractual agreement from the organization that obtained the information.

The current state of the Business Practices, Policies and Procedures must be reviewed for the entire organization wherever patient information is exposed. This includes both written and non-written policies or procedures.

Computer Systems and Applications must be reviewed that maintain or transmit patient information. They are assessed for their ability to restrict patient information to a "need to know" basis, as well as audit trails for access violation. This includes aspects of data storage, networks, transmission, software design, encryption, password protection, system backup and disaster recovery, physical location, etc.

2) Develop a Gap Analysis

Information gathered from the Readiness Assessment is compared to the HIPAA requirements on a detailed basis. Once completed, a Gap Analysis will provide a detailed list of contracts, Policies and Procedures, Computer Systems and Computer Applications that do not meet the HIPAA standards. This includes current contracts, procedures or systems that do not comply as well as areas of HIPAA for which the organization does not yet have contracts, procedures or systems.

3) Develop a Risk Analysis

Two questions are asked for each violation of the Gap Analysis:

· What are the options and associated costs for making the change to reconcile the violation?

· What is the risk to my organization if I do not make the change? 

Senior level action against the risks will be required to determine which risks can be reasonably resolved and which risks do not apply to the organization. 

Examples:

Small Dental Practice - a single practitioner practice has curtains or partial walls between service areas where conversations between the dentist and a patient can be overheard by other patients. The practice must evaluate the risk of maintaining the current physical layout with the cost of remodeling.  

Large Hospital - a 500 bed hospital uses an electronic medical records system that all clinical and many administrative employees have access to.  The system does not track who accesses patient records, or if changes are made to records when accessed. The hospital is clearly in violation of HIPAA if changes to the records are made without appropriate authority, or without tracking who made the change.  

HIPAA regulations are written so that reason can be applied to mitigating risk (cost required to remove the gap) within an organization. A single practitioner practice will not be expected to mitigate risk to the same degree as a hospital.

4) Develop an Implementation Plan

Deficiencies that are determined by Senior Staff as worthy of mitigation are the foundation for an implementation plan. The implementation plan includes a list of tasks, deliverables from completing the tasks, necessary resources, estimated costs, and a timeline for completion. Resources can be in the form of current employees, contract individuals, software products or hardware products.

5) Implementation

Once a plan has been established, resources are gathered to implement the required change. Depending on the size of the organization at least one project manager will be required to assure timely progress and to manage problems as they arise. Resources will most likely come from all areas of the company. Change will impact Information Technology, Operations, Human Resources, Physical Plant and Security. The amount of change necessary will be determined by what is reasonable for the size organization being evaluated. 

Once an organization is in compliance with HIPAA regulations, the amount of resources necessary to maintain that compliance will be greatly reduced. Therefore, it is most likely that an organization will utilize outside resources to perform the assessment and implement the change. Once implementation is completed an organization will most likely assign the role of compliance to an employee.

6) Monitor Regulation Changes

Maintaining Compliance with HIPAA regulations requires two activities:

1) Monitoring the adherence to current policies and procedures

2) Modifying policies and procedures to conform to changes in the HIPAA law

Having a procedure in place does not reduce your risk of liability unless you monitor the activities of the employees who must follow your procedures. Once policy is made, it must be communicated, monitored, and actions taken for violations. If an employee violates company policy and employee training was not documented, then the employer’s liability will be greater than it would be if training were documented. Likewise, if an employee is allowed to continually violate a HIPAA compliance policy without action, the employer’s liability will be greater than if appropriate actions had been taken.

As HIPAA policy changes, your organization must review and revise (if necessary) their practices or policies to meet those changes. Most software vendors will automatically adapt to changes in the HIPAA law. However, since 70% to 80% of compliance to HIPAA law is based upon company policy and procedures, each company will have to maintain an ongoing awareness of change in HIPAA law. They will have to update their policies and procedures to adapt to changing requirements.

How to Get Started

Any organization is going to have to provide a commitment of funds, time and resources for the HIPAA compliance project to be successful. The task may seem daunting at first because the regulations delve into almost every aspect of the health industry. Performing Gap Analysis alone can be a daunting task due to the volume of HIPAA regulations. Just the Privacy regulation is over 800 pages. 

The difficulty with HIPAA compliance is that no one solution fits everyone. Any organization determining a need to comply with the HIPAA regulations has many options to perform the six steps listed above. 

In order to evaluate your current business against the HIPAA regulations you have many options including one or more of the following:

· Outsource your office and IT management to a HIPAA compliant organization

· Create an Internal Employee HIPAA Role

· Contract for assistance in becoming HIPAA compliant

· Contract for ongoing HIPAA Audits

Examples:

Very Small Service Provider Outsourcing Office Management

A medical or dental practice with only one doctor may outsource their office management. While HIPAA compliance is ultimately the responsibility of the Covered Entity, (in this case, the physician) the physician may outsource compliance activities to its practice management vendor. The physician will want to assure that the vendor is meeting standards through contractual terms and audits.  The vendor may choose to use external HIPAA consultants to meet compliance requirements.

Very Small Service Provider With Small Office Staff

A medical, dental, or vision practice with an office manger who maintains appointments, submits claims, and files records, etc. may find that there is no additional time to assure HIPAA compliance. This kind of organization may find it necessary to outsource the HIPAA evaluation, compliance plan, implementation and ongoing audits.

Service Provider with Multiple Office Staff

A practice that maintains its own office staff and computer resources may wish to assign the task of HIPAA oversight to an employee. However, the task of initial compliance will be quite daunting. This organization will probably choose to utilize contract services to establish initial compliance and provide knowledge transfer to an internal employee. 

Hospital, HMO, Health Plan, Clearing House

Large organizations will likely create new positions responsible for the organization’s HIPAA compliance implementation and plans. Even in this case, with a dedicated employee, a large organization may need outside assistance in completing its Gap Analysis, Risk Analysis, Implementation Plan, Implementation, and ongoing compliance.  A typical 300-500 bed hospital may employee 800 or more employees and have multiple physical locations and multiple lines of business (hospital, skilled nursing facilities, urgent care facilities, physician offices, clinics). The time required to assess practices at all these locations, interview employees, and evaluate systems is often more than one person or staff can accomplish in time to implement and test changes before HIPAA is enforced.  Large organizations will often find it necessary to utilize external resources to complete all or portions of their HIPAA compliance.

Getting Started - Workplan

· Determine a team strategy that makes sense for your organization

· Identify your team

· Empower an employee to be the HIPAA Champion

· Obtain consulting services if needed

· Establish a HIPAA project manager

· Establish a budget

· You should estimate for steps of assessment through an implementation plan

· You will need to provide a new budget for implementation

· Begin gathering information that must be reviewed

· Gather all current contracts between your organization and others (including consent forms) for legal review

· Gather all written policy and procedure manuals

· Document all unwritten policies and procedures

· Make a walkthrough of your physical plant looking for physical or audible information that can be obtained by unauthorized individuals

· Enable your team

· Have a project kickoff with representatives from all affected departments

· Make sure the entire organization is aware that the HIPAA team will need to have candid answers to their business practices and has authority to require their time

· Make sure that senior management (those at risk) has the appropriate level of commitment for information they can provide

· Make sure senior management will be available to assist in risk analysis once the gap analysis has been completed

· Provide the team with contact information for all areas of your organization being evaluated

Ben Taylor is a Strategic Consultant with Premier Solutions, Inc., with the charter to assist the Health Care community in understanding and implementation of HIPAA regulations.
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